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Abstract—This paper presents a novel technique - Multi-
Channel Ratio (MCR) Decoding, which aims at providing an anti-
jamming wireless communication capability for multi-antenna
wireless devices. The basic idea of MCR decoding is to fully
leverage the repeated preamble signals and the multi-channel
characteristics in MIMO communications to detect and recover
the desired transmission signals under constant and reactive
jamming attacks. This paper also reports the analysis, imple-
mentation, and experimental evaluations of MCR decoding on a
software-defined radio platform - GNURadio and USRP, which
show that the proposed MCR decoding can detect the desired
transmission reliably under the jamming attack and remove
jamming signals effectively in the real world environment.

I. INTRODUCTION

Due to the shared use of the wireless medium, wireless
applications are vulnerable to jamming attacks. A jammer
can simply emit random noise to disrupt wireless commu-
nications between the transmitter and the receiver. Therefore,
the robustness against jamming attacks is crucial for wireless
applications which require high communication reliability.

Spread spectrum techniques such as direct-sequence spread
spectrum (DSSS), frequency-hopping spread spectrum (FHSS)
and their enhanced variations, including the DSSS variations
[10], [11], [15] and FHSS variations [9], [18], are commonly
used techniques for anti-jamming wireless communications.
However, these spread spectrum based schemes require large
spectrum bandwidth, which is undesirable considering the
scarcity of the wireless spectrum.

The recent advances of multiple-input and multiple-out
(MIMO) technique [4] bring new hope for enhancing anti-
jamming wireless communications. In particular, research
groups have investigated the MIMO systems for interference
cancellation. Gollakota et al. proposed the Technology Inde-
pendent Multi-Output (TIMO) scheme [6], which exploits the
channel ratio (the ratio of channel coefficients) of the inter-
ference source and the transmitter’s channel state information
(a.k.a. channel coefficient) to remove cross-technology inter-
ference for 802.11n wireless networks. Due to the requirement
of the transmitter’s channel state information, TIMO cannot
deal with the fast reactive jamming attacks. Under the fast
reactive jamming attack, the jamming signals start and stop
at almost the same time with the desired transmission signals.
The receiver has neither enough un-jammed preamble signals
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to estimate the transmitter’s channel state information, nor
pure jamming signals to compute channel ratio of the jammer,
and thus it cannot remove the jamming signals. Moreover,
TIMO is only capable of removing interference from single
interference source, which is reasonable for dealing with
unintended interference. However, for intended adversarial
jammers, it is very likely that multiple jammers operate on
the same frequency.

To address these problems, we extend the TIMO technique
into the anti-jamming domain and propose an anti-jamming
technique, Multi-Channel Ratio (MCR) Decoding, which ex-
ploits the multi-channel ratio (i.e., the ratio of two channel
coefficients) and the repeated preamble signals to detect and
recover the desired transmission signals under constant and
reactive jamming attacks.

Unlike the spread spectrum schemes which suppress the
jamming signals at the price of spectrum bandwidth, MCR
decoding exploits the MCR to subtract the jamming signals
directly. Moreover, MCR decoding does not require any shared
keys to build its anti-jamming capability. Hence, it does not
suffer from the vulnerabilities introduced by the shared keys.

Compared with TIMO, MCR decoding eliminates the need
of the transmitter’s channel state information, which makes it
more suitable for anti-jamming applications. MCR decoding
uses the multi-channel ratio to detect the transmissions under
jamming attacks and can handle multiple constant jammers on
the same frequency band as well as the fast reactive jammer,
even though the reactive jamming signals start and stop at the
same time with the desired transmission signals.

The contributions of this paper are two-fold. First, we
identify the limitations of applying the TIMO technique into
the anti-jamming domain and propose MCR decoding which
can detect and recover the desired transmission signals under
jamming attacks. Second, we have implemented a prototype
for MCR decoding based on the GNURadio [1] and Univer-
sal Software Radio Peripheral (USRP) [12], and performed
extensive experimental evaluations. Our experimental results
show that MCR decoding can detect the desired transmission
accurately under the jamming attack and remove more than
99.86% of the jamming signal power.

II. PRELIMINARIES

A. Wireless Communication Systems

Wireless communication systems generally use radio fre-
quency (RF) signals to convey information. Upon receiving



bits from upper layers, the transmitter first maps them to
discrete base-band signals (a.k.a. physical layer symbols), then
converts these discrete signals to analog signals, and finally
up-converts them to RF signals [17].

The RF signals go through the wireless channel before
being received by the receiver. The wireless channel introduces
attenuation, phase shift, and noise during transmission. The
hardware of the transmitter and the receiver introduces the
frequency offset ∆f [7]. Thus after the signal x(i) is trans-
mitted through the channel, it is transformed into the received
signal y(i), and

y(i) = hej2π∆ftix(i) + n(i)1,

where h is a complex number, containing channel attenuation
and phase shift, ej2π∆fti is a complex number in its polar form
(i.e., a complex number a+ bj can be represented by its polar
form Mejθ, where M =

√
a2 + b2 and θ = tan−1(b/a) [13]),

n(i) is the noise and ti is the sampling time for sample y(i);
y(i) and x(i) are discrete base-band signals, which can also
be represented by complex numbers.

Even though channel effects and the frequency offset are
unknown, the receiver can use the phase-locked loop to com-
pensate ∆f , and use differential encoding schemes to tolerate
the phase shift. Therefore, it can recover the transmitted signal
x(i) by using existing synchronization approaches [5], [8],
[16]. Then the receiver can de-map the physical layer symbol
x(i) to bits and recover the transmitted message.

B. MIMO Systems

In a MIMO system, if both transmitting and receiving
antennas are separated properly, the channel between each
transmitting and receiving antennas pair will be different from
each other [19]. Consider a 2 × 2 MIMO system shown in
Fig. 1, the transmitter sends signals of two packets, x1 on
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Fig. 1. A 2 ×2 MIMO system. hij is the channel coefficient for transmitter
antenna i and receiver antenna j, include channel attenuation and phase shift.

Antenna 1, x2 on Antenna 2 concurrently, the receiver will
receive {

y1(i) = h11 · x1(i) + h21 · x2(i) + n1(i)

y2(i) = h12 · x1(i) + h22 · x2(i) + n2(i)
,

where ym(i) is the signal received by the mth antenna of the
receiver, n1(i) and n2(i) are the white noise. As the signal to
noise ratio (SNR) is high enough, if the receiver knows the
channel coefficients hij , it can solve the above equations (two

1This equation is for single-tap channels.

equations and two unknowns x1(i) and x2(i)) to decode the
concurrently transmitted packets.

To let the receiver compute the channel coefficients, the
MIMO transmitter starts each frame by transmitting a known
preamble from each of its antennas, one after the other [6]. By
combining the knowledge of both the received and the trans-
mitted preamble signals, the receiver can compute the channel
coefficients, which can be used to decode the packet signals of
this frame [3], [14]. However, if the jammer jams the preamble,
the received preamble signals will be totally disrupted by the
jamming signals, which will lead to wrong estimations of the
channel coefficients. As a result, the received signals cannot
be decoded.

III. ASSUMPTIONS AND THREAT MODEL

A. Assumptions

We assume that the wireless channels are single-tap. As the
receiver needs and both the received transmission signals and
the received jamming signals at the receiver have a sufficient
signal to noise ratio (SNR). We assume all devices, including
the transmitter, the receiver and the jammer, are immobile,
hence, channels between them do not change significantly in a
short period. Finally, we assume the receiver has at least two
antennas while the jammer and the transmitter have single
antenna. We will generalize MCR decoding for the multi-
antenna jammer in our future work.

B. Threat Model

The objective of the jammer is to defeat the proposed
scheme to disable the legal wireless transmissions. MCR only
depends on the channel coefficients, rather than the jamming
signals, which makes it only sensitive to whether the jamming
is on or not. The jammer can use different strategies to jam
channel. According to the jamming strategies, we classify
the jammers into three categories: the constant jammer, the
random on-off jammer and the reactive jammer.

The constant jammer emits random jamming signals all the
time. The random on-off jammer jams the channel or keeps
silent for random intervals. The reactive jammer listens to
the channel and transmits jamming signals when an ongoing
communication is detected.

The anti-jamming scheme and the analysis of MCR decod-
ing for the constant jammer and the random on-off jammer are
roughly the same. For brevity, we only consider the constant
jammer and reactive jammer in the following sections.

IV. MCR DECODING

In this section, we first give an overview of MCR decoding,
then discuss the techniques against the constant jammer and
the reactive jammer.

A. System Overview

The basic idea of MCR decoding is to exploit the channel
ratio of the jammer (i.e., the ratio of two channel coefficients)
to remove the jamming signals, then use certain techniques
such as differential encoding, phase-locked loop to recover the



desired transmission signals. Let us use the scenario shown in
Fig. 2 to illustrate the process. The receiver does not know the
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j Fig. 2. A scenario with the jammer. The transmitter TX and the jammer are
single-antenna devices, the receiver RX is a bi-antenna device.

jammer’s channels h11 and h12. Under the jamming attack,
the receiver cannot even estimate the transmitter’s channels
h21 and h22. Therefore, the traditional MIMO approaches
cannot be applied to recover the transmitter’s signals under the
jamming attack even though the receiver has two antennas.

To defend against the jamming attacks, MCR decoding uses
the multi-channel ratio (MCR) to remove the jamming signals.
Here we assume the jammer is a constant jammer and defer
the discussion on the reactive jammer case to later sections.
Assume the transmitter is silent, the jammer is jamming
and for the jamming signal j(i) emitted by the jammer, the
received signal by receiver’s two antennas are y1(i) and y2(i)
respectively, ignoring the white noise, we have{

y1(i) = h11e
j2π∆fjti · j(i)

y2(i) = h12e
j2π∆fjti · j(i)

,

where ∆fj is the frequency offset between the receiver and the
jammer2 and ti is the sampling time. We use ϕ to represent
the MCR of the two channels between the receiver and the
jammer, and thus

ϕ(i) =
h11

h12
=
y1(i)

y2(i)
. (1)

It is worth noting that ϕ does not rely on the jamming signals.
In other words, if the jammer and the receiver do not move, ϕ
should remain the same over a short period time (e.g., several
ms).

Then when the transmission is being jammed, assume the
transmitter TX is transmitting signal x(k), while the jammer
is emitting signal j(k), the received signals from the two
antennas are y1(k), y2(k) respectively, we have{

y1(k) = h11e
j2π∆fjtk · j(k) + h21e

j2π∆ftk · x(k)

y2(k) = h12e
j2π∆fjtk · j(k) + h22e

j2π∆ftk · x(k)
. (2)

As ϕ remains the same for a short time, we can replace h11

in Equation (2) with ϕ(i) and h12 so that{
y1(k) = h12e

j2π∆fjtkj(k) · ϕ(i) + h21e
j2π∆ftkx(k)

y2(k) = h12e
j2π∆fjtkj(k) + h22e

j2π∆ftkx(k)
.

2The signal processing blocks of these two receiving antennas share the
same clock source, so the frequency offsets are the same.

As the value of ϕ(i) is known, the receiver can treat
h12e

j2π∆fjtkj(k) as one unknown and subtract it from y1(k)
or y2(k), then it follows that

[ϕ(i) · h22 − h21]ej2π∆ftkx(k) = ϕ(i)y2(k)− y1(k),

where y1(k), y2(k) and ϕ(i) are known. Even though h21 and
h22 are unknown, the receiver can treat [ϕ(i)·h22−h21]ej2π∆f

as the new channel coefficient so that it can use phase-locked
loop to compensate the effect of ej2π∆f . The differential
encoding at both the transmitter and the receiver can tolerate
the phase shift introduced by ϕ(i) · h22 − h21. Therefore, by
regarding [ϕ(i)·h22−h21]ej2π∆f as the new, unknown channel
efficient, the receiver can tolerate its impacts and recover x(k)
under the jamming attack.

B. Transmission Detection

To reduce the work load, the receiver only needs to perform
MCR decoding when it detects the being jammed transmis-
sions. Therefore, it needs to be able to detect the ongoing
transmissions under the jamming attack. It turns out that
this problem can be solved by monitoring MCR values, and
we term this technique as MCR Detection. To simplify the
analysis, we assume the jammer here is the constant jammer.
The reactive jammer case can be treated similarly.

The intuition of MCR detection is that when only jammer is
transmitting, the estimated MCR values are stable over a short
period. In contrast, when the ongoing transmission collides
with the jamming signals, the estimated MCR values will
change significantly.

Considering the scenario in Fig. 2, when only the jammer is
transmitting, we can compute MCR value ϕ(i) = h11

h12
= y1(i)

y2(i)
as the Equation (1) shows. ϕ only depends on the channels
between the jammer and the receiver, which will be stable in
a short time.

When the transmitter TX starts to transmit, the received
signals y1 and y2 contain both jamming and the transmitter’s
signals, as shown by Equation (2). If the receiver uses the same
way (i.e., Equation (1)) to compute the MCR value, then the
MCR value of the k-th sample becomes

ϕ(k) =
h11e

j2π∆fjtk · j(k) + h21e
j2π∆ftk · x(k)

h12ej2π∆fjtk · j(k) + h22ej2π∆ftk · x(k)
.

The stability of MCR is disrupted by the transmitter’s signal
components (i.e., h21e

j2π∆ftkx(k), h22e
j2π∆ftkx(k)). There-

fore, the receiver can measure the standard deviation of ϕ’
amplitudes and use it as an indicator. If the standard deviation
is greater than a certain threshold, a jammed transmission is
detected by the receiver.

Fig. 3 shows ϕ values obtained in our experiments. It is
easy to see that when only jammer is present, MCR values
are stable. On the contrary, when both the jammer and the
transmitter are working, MCR values change significantly
from time to time.
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Fig. 3. MCR values. (a) shows the case when only jammer is present; (b)
shows MCR values when both the transmitter and jammer are transmitting.

C. Dealing With the Constant Jammer

The constant jammer jams the channel all the time to disable
any wireless communications. To defeat the constant jamming
attack, the receiver can first use MCR detection to detect the
transmission boundary. Then, as shown in Fig. 4, it can use
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Fig. 4. Constant jamming scenario.

the received signals which contain no transmission signals
(i.e, y1(k), . . . , y1(k + l − 1) and y2(k), . . . , y2(k + l − 1))
to compute jammer’s MCR value ϕ, and then apply ϕ to
remove the jamming signals in the following received signal
samples. Therefore, the transmission signals can be recovered
even under the jamming attack.

Note that the above discussion is for single constant jammer
case. When multiple constant jammers (i.e., n jammers) exist
in the network and start to jam the channel at different time,
the receiver which equips n + 1 antennas can use the above
approach to remove the jamming signals from each jammer
iteratively. Relevant discussion is omitted to avoid redundancy.

D. Dealing with the Reactive Jammer

For a fast reactive jammer, the reaction delay is very short,
and the reactive jamming signals will always co-exist with the
desired transmission signals. We term this kind of jamming
attack as the fast reactive jamming attack and it cannot be
defended by applying the TIMO technique. Therefore, to

defeat the fast reactive jamming attack, we propose to use
repeated preambles in the transmissions. As the same preamble
signals will be transmitted twice, the receiver can exploit the
repeated preamble signals to remove the transmission signals
so that jammer’s MCR can be computed.
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Fig. 5. Reactive jamming scenario.

As shown in Fig. 5, the reactive jamming starts and stops
at the exactly the same time with the desired transmission.
For the transmitted signals of the first preamble, due to the
reactive jamming, the receiver obtains{

y1(i) = h11e
j2π∆fjti · j(i) + h21e

j2π∆fti · x(i)

y2(i) = h12e
j2π∆fjti · j(i) + h22e

j2π∆fti · x(i)
, (3)

where i ∈ [k, . . . , k+l−1]. Then, for the transmitted preamble
signals of the second preamble, the receiver gets{

y1(n) = h11e
j2π∆fjtnj(n) + h21e

j2π∆ftnx(n)

y2(n) = h12e
j2π∆fjtnj(n) + h22e

j2π∆ftnx(n)
, (4)

where n ∈ [m, . . . ,m+ l − 1]. The receiver needs to remove
the preamble signals x(i) or x(n) so that it can compute the
jammer’s multi-channel ratio. However, due to the frequency
offset, subtraction cannot be done directly [17] even though
x(i) = x(n). The receiver needs to find a way to compute the
frequency offset by using the jammed preamble signals.

In MCR decoding, the receiver uses the Frequency-Domain
Correlation and Matching technique (FDCM) [20] to get
an estimation of the frequency offset. The key observation
of FDCM is that the exponential change on a sequence of
signals in the time domain becomes linear in the frequency
domain [20]. In other words, if the receiver does a Discrete
Fourier Transform (DFT) on the l received preamble signals,
due to the frequency offset ∆f , all the DFT values will be
shifted by ∆f . Thus, by correlating the original DFT values
and the shifted values, ∆f can be estimated by finding the
correlation peak. As the DFT also has the linearity property,
this approach can get the ∆f even if the received signals are
the mixture of the preamble signals and the jamming signals.
After getting ∆f , the receiver can multiple Equation (4) by
α = ej2π∆f(ti−tn) and subtract Equation (4) from Equa-
tion (3) to remove x(i) and x(n), then we have{

y1(i)− αy1(n) = h11[ej2π∆fjtij(i)− ej2π∆fjtnαj(n)]

y2(i)− αy2(n) = h12[ej2π∆fjtij(i)− ej2π∆fjtnαj(n)]
.



Consequently, the jammer’s MCR can computed as

φ =
h11

h12
=
y1(i)− αy1(n)

y2(i)− αy2(n)
.

The computed MCR value φ can be used for removing the
jamming signal components in the following received jammed
signals.

V. ANALYSIS

In this section, we first analyze the processing gain of MCR
decoding, then discuss bit error rate of the receiver when
different percentage of jamming power is removed.

A. MCR Processing Gain

By removing the jamming signal power, MCR decoding
provides the processing gain for the multi-antenna devices.
Assume x is the percentage of the jamming signal power
which is removed by MCR decoding, and Gm is the MCR
processing gain, then we have

Gm =
1

1− x
.

In our experiments, MCR decoding can remove more than
99.86% of the jamming signal power, then we can derive that
Gm = 28.5 dB. Note that when working with other anti-
jamming schemes (e.g., DSSS), the MCR processing gain can
add up with other processing gains. In other words, MCR
decoding provides 28.5 dB extra anti-jamming capacity in
addition to other anti-jamming schemes, which can be used to
defeat the high power jamming attacks.

B. Bit Error Rate Analysis

Here we assume that the receiver only uses MCR decoding
for anti-jamming. We use the bit error rate of the receiver to
measure the effectiveness of MCR decoding against jamming
attacks.

Let us first clarify some notations. We denote the power
of received jamming signal, received transmission signal and
noise are J , R and N respectively. Thus, the jamming to signal
power ratio is JSR = J

R , the signal to noise ratio is SNR =
R
N .

According to [5], the bit error rate (BER) of a wireless
device is dependent on its SNR and the modulation method,
as x percent of the jamming signal power can be removed by
MCR decoding, then we can derive the BER for binary phase
shift keying (BPSK) as

Pe = Q(

√
2

1
SNR + JSR(1− x)

),

where Q(·) is the Q-function [2].
Fig. 6 gives the BER values w.r.t. x and JSR (with sufficient

SNR, 1
SNR is close-to-0). It is generally agreed that a packet

can be received correctly when its BER is less than 10−3 [7],
then from Fig. 6, we can see that when x = 99.85%, the
packets can be received correctly even though the jamming
signal is 21 dB stronger than the transmission signal, as the
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Fig. 6. Bit error rate under different jamming power removal rates.

vast majority of the jamming power is removed. Note that we
use BPSK for modulation in the analysis, the results for other
modulation methods can be derived similarly.

VI. EXPERIMENTAL EVALUATION

We have built a prototype for MCR decoding based on
GNURadio and the USRP platform, and performed the real
world experiments to validate our proposed techniques. In our
experiments, we first validate the accuracy of MCR detection,
then evaluate the removal of the jamming signal.

A. Prototype Setup

Hardware Configuration: The prototype system consists
of a jammer, a transmitter, and a MIMO receiver; the jam-
mer and transmitter are implemented using the USRP-N210
board connected to a host laptop via 1 Gbps Ethernet cable.
The MIMO receiver is built by connecting two USRP-N210
boards with a MIMO cable. The USRP-N210 board uses a
XCVR2450 daughter board operating on the 2.4GHz band as
its RF front end. The MIMO receiver is about two meters
away from the jammer and the transmitter.

Software Configuration: The jamming symbol rate for the
jammer is 5 × 105 samples per second (sps). The transmitter
and the receiver use the differential binary phase shift keying
for modulation and use both GNURadio and MATLAB for
signal processing.

B. Evaluation

1) Transmission Detection: In the experiments, we first
start the jammer and the transmitter, adjust their gains to
achieve 0 dB, 5 dB, 10 dB, 15 dB and 20 dB JSR. The
jammer keeps on jamming the channel while the transmitter is
transmitting. Then we start the MIMO receiver, which samples
the wireless channel at a rate of 106 sps and saves the samples
in a file for subsequent processing.

We use the standard deviation of 500 MCR values’ ampli-
tudes to detect ongoing transmissions. By choosing different
threshold values, we get the true positive and false positive
rates of MCR detection as shown in Fig. 7. Here true positive
means there is a transmission and the receiver detects it; while



false positive means there is no transmission, but the receiver
detects one mistakenly. It is easy to see that there is a range of
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Fig. 7. False positive and true positive rates. The false positive rate is
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threshold values which allow the transmissions to be detected
almost 100% with close-to-0 false positive rate, even when the
jamming signal strength is 20 dB stronger than the desired
transmission signal strength. Therefore, the proposed MCR
detection can detect the desired transmission accurately under
jamming attacks.

2) The Removal of Jamming Signal: In this part of experi-
ments, we evaluate the jamming signal removing performance.
We only start the jammer and the receiver. The jammer jams
the channel all the time. The receiver first records the received
jamming signals into a file, uses the first 1000 signal samples
to compute the MCR value of the jammer, and then use
the computed MCR to eliminate the jamming signals in the
following signal samples.

In our experiments, the percentage of jamming power that
can be removed by MCR decoding depends on how many
samples we need to apply the elimination. The reason is that
the channels between the jammer and receiver are changing
slightly over time. If we apply the same MCR value to do
elimination on too many samples, the difference between the
MCR value we use and the real MCR value will become larger,
thus less jamming power can be removed. Fig. 8 shows that
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Fig. 8. Jamming power removed by MCR decoding.

when the sample number is from 1, 000 to 15, 000, more than

99.86% jamming signal power is removed. In other words, the
vast majority of the jamming signal power can be effectively
removed by MCR decoding.

VII. CONCLUSION

In this paper, we present MCR decoding, a technique aiming
at providing an anti-jamming wireless communication capa-
bility for multi-antenna wireless devices. To perform MCR
decoding, the receiver monitors the change of MCR values
to detect the jammed ongoing transmission, then applies the
jammer’s MCR value to remove the jamming signals. We have
implemented and evaluated MCR decoding on GNURadio and
USRP. Our experiment results show that MCR decoding can
detect the desired transmission reliably under jamming attacks
and remove more than 99.86% of the jamming signal power
in the real world environment.
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